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@ Computer system for preventing copying of program.

© A computer system for preventing copying or duplication

of a program which has a CPU (2). a ROM (1 5), a RAM (18), an

FDD unit (4), a loader program executed by the CPU (2) for

loading the program from the FDD unit (4) to the memory 1 1 8),

an address selector switch (21), and an FM/MFM modulating

circuit (20). The CPU (2) reads the program from the FDD unit

(4) to the RAM (18) under the control of a control program

stored in the ROM (15), the program being stored in the FDD

unit (4) In the MFM mode which does not allow readout of the

N program by the loader program. The readout program is mo-

^ dHied by the FM/MFM modulating circuit (20) in accordance

with a machine number unique to the machine and read from

_ the address selector switch ( 2 1 ) . The modified program is wr it-

^ ten in the FDD unit (4) by the FM/MFM modulating circuit (20).
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Computer system for preventing copying of program

The present invention relates to a computer system

for preventing duplication or copying of a program.

A program (either an operating system program or a

utility program) to be executed by an office computer

5 or a personal computer is generally stored in a storage

medium such as a floppy disc or a cassette tape. If

such a program stored in a storage medium is copied,

this program can be executed with another machine of

the same type. However, if a program can be copied

10 easily, this infringes upon the rights of a person who

develops and sells a general-purpose program. Therefore

a demand exists for a copy-prevention method.

In view of this, a method has been proposed for

modifying a program according to a machine number unique

15 to each machine, so that a particular machine alone

can execute the program. However, this method is

disadvantageous in that a program supplier must modify

each software medium accompanying each machine.

Furthermore, when a software item is general purpose,

20 the type of machine used to execute the software item

is not specified. For these reasons, the above method

is impractical.

It is an object of the present invention to

provide a computer system for preventing duplication of

25 a program, which eliminates the disadvantage of the
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prior art and wherein a user himself performs
WOCH '

modification of the program.

According to the present invention, a supplier of
a program stores in a storage medium a program in a

5 storage mode which does not allow readout by a program
load program that is a standard program of the

information processing equipment of the user. The user
who has purchased a program cannot directly read out
the program from the storage medium for execution

10 thereof, due to the different storage mode, Thus f each
machine has a means for reading out the program from
the storage medium which is stored therein in the
special storage mode and a means for converting the
special storage mode of the readout program to the

15 standard storage mode and then writing the program into
the storage medium. When the user wishes to execute
the program, these two means are initialized so as to

convert the program to- the standard storage mode and
rewrite the program in the storage medium. As the

20 program is rewritten in the storage medium in this

manner, the machine modifies the program in accordance
with a number (to be referred to as a machine number)

unique to this machine. Since a program which is

modified in a manner unique to each machine is written
25 in this machine, after this modification is performed,

the contents of the storage medium cannot be executed

by another machine even if these contents are copied.

Other objects and features of the present

invention will be apparent from the following description
30 of the accompanying drawings in which:

Fig. 1 is a block diagram of a computer system

according to an embodiment of the present invention?

Pig. 2 shows a conventional, standard modulation
mode of data stored in a floppy disc;

35 Fig. 3 shows a special or non-standard modulation

mode used according to the system of the present

invention;
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Fig. 4 shows a memory map of various routines for

preventing duplication of a program according to the

system of the present invention;

Fig. 5 is a view showing an address selector

switch for setting a machine number;

Fig. 6 is a flowchart for controlling execution of

a CUSTOMERIZE command; and

Fig. 7 is a flowchart for controlling loading of

the program converted from. the special modulation

mode to the standard modulation mode from a floppy disc

to a memory.

Fig. 1 is a block diagram showing an embodiment of

the present invention. A special modulation mode

is adopted which does not allow readout of the program

by a program for performing a general program loading.

A central processing unit (to be referred to as a CPU)

2 is connected to a floppy disc controller (to be

referred to as an FD controller) 6 through a system

bus 14 as well as to an I/O 16 , a random access memory

(to be referred to as a RAM) 18, a read only memory

(to be referred to as a ROM) 15 and a machine no.

setting unit 17 through the system bus 14. The FD

controller 6 is connected to a floppy disc drive (to be

referred to as an FDD) 4 through an FM (Frequency

Modulation) /MFM (Modified FM) modulating circuit 20.

The CPU 2 may be a 16-bit microcomputer i-8088 from

Intel, U.S.A. The FD controller 6 consists of a CPU

interface 8, an FDD controller 12, and an FDD interface

10. The FD controller 6 may be a model 8271 from

Intel, U.S.A. The FDD 4 may be a double-sided double

density model FDD ND-20D from Toshiba Corporation,

japan

.

The recording/modulating mode of a double-sided

double density floppy disc of a system with the

fconfiguration as described above generally consists of

the FM mode for 0 head (top surface) and track 0, the

MFM mode for 1 head (bottom surface) and track 0, and



0105241
the MFM mode for track 1 to the innermost track of each

surface.

According to one feature of the embodiment, the

supplier stores a program in a floppy disc in a special

5 modulation mode which is different from a standard

modulation mode of the machine. The supplier then

supplies the program to the user. In this embodiment,

since the modulation mode as shown in Fig. 2 is adopted

as a standard modulation mode, a modulation mode as

10 shown in Fig. 3 is adopted as a non-standard modulation

mode. According to the modulation mode shown in

Fig. 3, information is written in all the tracks of the

floppy disc in the MFM mode. In the standard modulation

mode, data is stored in the 0 track on the top surface

15 of the disc in the FM mode. Thus, when the program is

read out in the standard modulation mode from a medium

in which the program is stored in the non-standard

modulation mode, a readout error is generated. The

non-standard modulation mode is adopted in this

20 embodiment for the following reason. According to this

embodiment, the system has an FM/MFM modulating circuit.

For this reason, the modulation/demodulation modes can

be freely set by setting parameters in this circuit, so

that a special circuit need not be added to the system

25 expressly for this purpose. In general, the mode of the

FM/MFM modulating circuit 20 can be set by a mode

setting signal from the FDD controller 12.

A program stored in a floppy disc in the mode as

shown in Fig. 3 cannot be read out by a program load

•30 program (initial program loader, a program initialized

by a load command, etc.) for reading a floppy disc

stored in the standard mode as shown in Fig. 2. The

standard modulation program supplies a command to the

FDD controller 12 so as to read the 0 track on the top

35 surface in the FM demodulation mode. However, since

data is stored in the MFM mode in the 0 track of the top

surface of the supplied medium, an FDD error is
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generated, and the program cannot be read out.

Thus f in this embodiment, the user must first

convert the program to a mode which allows execution of

the program, that is, the user must rewrite the program

5 in the floppy disc in the standard modulation mode as

shown in Fig. 2. As the program is rewritten in the

floppy disc, the program itself is modified by a

machine number (ID) unique to the machine.

How the user converts the -program from the special

10 modulation mode (MFM mode) to the standard modulation

mode (FM mode) will now be described.

Fig. 4 shows a memory map of the RAM 18 shown in

Fig. 1. The RAM 18 stores routines 22 to 34. Routine

22 is for reading a program recorded in a floppy disc

15 in the special modulation mode (MFM mode) . Routine 24

is for reading out the machine number (ID) set in the

machine in a hardware manner. Routine 26 is for

modifying the program in accordance with the readout

machine number ID. Routine 28 is for writing the

20 modified program in the floppy disc again. Routine 30

is for reading the program in the floppy disc in the

standard modulation mode (FM mode) . Routine 32 is for

de-modifying the read modified program. Routine 34 is

for determining if the de-modified program in routine 32

25 can be executed by the machine. An address selector

switch 21 of DIP type is used in this embodiment as a

means for setting the machine number ID of the machine.

In the example shown in Fig. 5, the ID is a binary

number "01111110", which is 126 in decimal notation.

30 Note that such an ID code may be stored as a constant

in the ROM 15. In this embodiment, a CUSTOMERIZE

command is supplied to the user. When this command is

keyed in from the keyboard, the steps shown in Fig. 6

are started. In step 38, the FD controller 6 is set in

35 the special modulation mode to demodulate and read 0

head and 0 track in the MFM mode by the program read

routine 22. In step 40, the file label (0 track) is
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read from the floppy disc. In step 42, it is checked

to determine if there is any read error. If YES in

step 42, the difference in modulation mode is displayed.

If NO in step 42, the program is read from the next

5 track in step 46. In step 48, the machine number ID

is read by the ID read routine 24. In step 50, the

program is modified in accordance with the machine
number ID by the program modifying routine 26. Part
or all of the program may be modified. In step 52,

10 the standard modulation mode (FM modulation of 0 head

and 0 track) is set in the FD controller 6 by the

program writing routine 28. In step 54, the program is

written in the floppy disc. When the program converted

from the special modulation mode to the standard

15 modulation mode is read out from the floppy disc, the

standard modulation mode is set in the FD controller 6

by the program (standard modulation) reading routine 30

in step 56 in Fig. 7. In step 58, the file label

(0 track) is read from the floppy disc. If there is

20 a read error (YES) in step 60, the difference in the

modulation mode is displayed in step 62. If NO in step

60, the program is read from the floppy disc in step

64. In step 66, the machine number ID is read by the

ID read routine 24. In step 68, the program is

25 de-modified in accordance with the machine number ID by

the program de-modifying routine 32. Step 70 checks

whether the program can be executed by the check

routine 34. If NO in step 72, step 74 informs the

user that the program cannot be executed.

30 in the embodiment described above, the special

storage mode is a modulation mode different from the

standard modulation mode. However, the format of the

information written in the floppy disc itself can be

changed. Also, conversion from the special storage

35 mode to the standard storage mode is performed

in response to a CUSTOMERIZE command. However,

conversion may be automatically effected by checking



0105241

the storage medium inserted in an external memory

device. Even if another user copies the contents of a

program from a floppy disc which are recorded in the

standard storage mode according to the method of the

present invention, de-modification and execution of the

program cannot be performed on another machine.

A floppy disc storing a program supplied by a

manufacturer and recorded in the non-standard storage

mode thus does not allow copying of the contents.
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Claims:

1. A computer system having a central processing
unit (2), an internal memory (15, 18) and an external
storage (4) > a program load program executed by said
central processing unit (2) so as to load a program
from said external storage (4) to said internal memory
(18) 7 comprising

means (2, 15 , 20) for reading the program from
said external storage to said internal memory , the
program being written by a program supplier in a storage

medium in a special storage mode which does not allow
readout of the program by the program load program;

means (17) for setting a number unique to said

computer system;

means (2, 15) for modifying the program stored in

said internal memory by said reading means in accordance

with the number set by said setting means; and

means (2, 15, 20) for writing in the storage

medium the program modified by said modifying means in

a standard storage mode which allows readout of the

program by the program load program.

2. A computer system according to claim 1,

characterized in that said special storage mode comprises

a different modulation mode for writing bit arrays in

the storage medium.

3. A computer system according to claim 1,

characterized in that said special storage mode comprises

a different data format for writing the program in the

storage medium.

4. A computer system according to claim 1,

characterized in that said setting means comprises an

address selector switch (21) .

5. 'A computer system according to claim 1,

characterized in that said setting means comprises a read

only memory (15)

.
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FIG. 4
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